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Azure Active Directory admin center > Enterprise Applications - Manage/User Settings

Dashboard > Enterprise applications

£33 Enterprise applications | User settings
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Azure Active Directory admin center > Enterprise Applications - Security->Consent and
permissions->User consent settings

Dashboard > Enterprise applications >
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When a user grants consent to an application, the user can sign in and the application may be granted access to the organization's data,
€88 User consent settings Learn more about consent and permissions
B Permission classifications User consent for applications

Configure whether users are allowed to consent for applications to access your organization's data. Learn more

O Do not allow user consent
An administrator will be required for all apps.

@ Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as "low impact®, for apps from verified publishers or apps registered in this
organization.

n 4 permissions classified as low impact

O Allow user consent for apps
All users can consent for any app to access the organization's data.

Group owner consent for apps accessing data
Configure whether group owners are allowed to consent for applications to access your organization's data for the groups they own,
Learn more
O Do not allow group owner consent
Group owners cannot allow applications to access data for the groups they own.

O Allow group owner consent for selected group owners
Only selected group owners can allow applications to access data for the groups they own.

@ Allow group owner consent for all group owners
All group owners can allow applications to access data for the groups they own.
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Azure Active Directory admin center > Enterprise Applications - Security->Consent and
permissions->Permission classifications

Dashboard > Enterprise applications > Consent and permissions

o Consent and permissions | Permission classifications
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o o Chaose which permissions are classified as “low risk". Learn more
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API used Permissions Description

Microsoft Graph User.Read sign in and read user profile 10|
Microsoft Graph openid Sign users in w
Microsoft Graph offline_access. Maintain access to data you have given it access to w
Microsoft Graph profile View users' basic profile w



